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Appl. No. 09/915,854 Docket No. EMC2-086PUS 

jc$i AVAILABLE COn 

Amendments to the Claims: 

This listing of the claims will replace all prior versions, and listings, of the claims in the 
application: 

1. Cancelled 

2. (currently amended) Th e syst e m r e cit e d in claim 1 A system for validatine error detection 
logic, the system comprising: 

a plurality of information paths, each one of the paths having associated therewith an 
error detection logic, each one of the paths havi ng a plurality of information bits: 

a test word buffer for receiving a test word the test word indicating a particular one 
of the plurality of information bits in a particular one of the information paths to be 
corrupted: 

a plurality of fault injectors responsive to the test word received bv the buffer, each 
one of the fault injectors being disposed in a corresponding one of the information paths prior 
to the associated the error detection logic, each one of the fault injectors corrupting a 
selected one of the information bits in the corresponding one of the information paths in 
response to the test word received bv the buffer to test whether the associated error detection 
logic detects the injected fault; and 

wherein the test word buffer stores an indication as to whether software olh processor 
used to control information flow through the logic is to be tested for response to a detected 
fault. 

3. (currently amended) A method for testing error detection logic in a system, saeh the 
system having a plurali ty of directors each adapt e d to handl e for handing a data transfer 
through logic in suehthe system in accordance with software in stte fa the director, suehthe 
software being adapted to deviate for deviating from a normal mode of operation in response 
to a report of a detected fault by saehjhe error detection logic, sueh the method comprising: 
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establishing in the logic a condition for injecting a fet*te - fault into the logic and 
indicating to sttehthe logic whether the fault is expected anticipated by a designated the one 
of the directors handling the transfer or unanticipated unexpected b y swehjhe designated one 
of the data transfer handling director; 

detecting when the designated one of the directors is handling a data transfer and in 
response to swhthe detection injecting a fault into the logic, suehthe injected feukfe - fault 
being unanticipated expected by the designated director: and 

observing whether software in the designated one of the directors responds properly 
to the injected fault. 

4. Canceled 

5. (currently amended) A method for validating error detection logic in a system, swfethe J 
method comprising: 

testing whether hardware fault detection logic in the system are responding properly 
to hardware injected faults; 

testing whether software in a designated one of a plurality of directors in suehthe 
system responds properly to faults injected into the system with s«eh the designated director 
being a prio ri u naware of the injection of suehthe fault. 

6. Canceled j 

7. (currently amended) A data storage system wherein data is transferred between a host 
computer and a bank of disk drives through an interface, suehthe interface having a plurality | 
of front end directors coupled to the host computer and a plurality of back end directors 
coupled to the bank of disk drives, sash the data passing through a cache memory as saehthe 
transferred data passes between the front end directors and the back end directors, suehthe 
cache memory having control logic coupled between a memory region of the cache memory 
and the directors, suehthe system having one of the directors adapted to s e nd for sending 

test words to the control logic, sueh the control logic comprising: 

3 



PAGE 3/10 * RCVD AT 8/31/2004 10:43:41 AM [Eastern Daylight Time] * 8VR:U8PTO-EFXRF-1/1 " DNIS: 8729306 * CSID: 5084777234 " DURATION (mm-ss): 05-08 



08/31/2004 10:43 



5084777234 



Richard M Sharkansky 



Page 4/10 



Appl. No. 09/915,854 Docket No. EMC2-086PUS 

(A) a plurality of infonnation paths, each one of seehthe paths having associated j 
therewith an error detection logic, each one of the paths having a plurality of infonnation 

bits; 

(B) a test word buffer for receiving the test words, suehthe test words indicating; 

fi)a particular one of the plurality of information bits in a particular one of the 
information paths to be corrupted; and 

fiH whether a hardware test is to be performed on the error detection logic of j 
the control logic or whether a software test is to be performed on the software in a 
designated one of the directors; 

(C) a plurality of fault injectors responsive to the test word received by the buffer, j 
each one of the fault injectors being disposed in a corresponding one of the infonnation paths 
prior to the associated one of the error detection logics, each one of ewhjhe fault injectors J 
corrupting a selected one of the information bits in the corresponding one of the information 
paths in response to the test word received by the buffer to test whether the associated error 
detection logic detects suehthe injected fault, suehthe associated error detection logic | 
reporting detection of faults to the one of the directors sending the test words when either the 
hardware test is to be performed or whether the software test on the designated one of the 
directors. 

8. (currently amended) A data storage system wherein data is transferred between a host 
computer and a bank of disk drives through an interface, suekthe interface having a plurality j 
of front end directors coupled to the host computer and a plurality of back end directors 
coupled to the bank of disk drives, saekthe data passing through a cache memory as saehthe 
transferred data passes between the front end directors and the back end directors, suehthe 
front end and back end directors being coupled to the cache memory, sttehthe data being 
transferred as a series of transfers, each one of the transfers having associated therewith a tag, 
Sttehthe tag having a plurality of fields, saehthe fields identifying: the one of the directors to 
effect the transfer^ a memory location in the cache memory to store the data being 
transferred as seek the data is transferred through the interface; and, a random number unique 
in time to the transfer, suehthe memory having control logic for controlling operation of the 
memory, respectively, suehthe control logic being coupled between a memory region of the 
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memory and the directors, meh the system having one of the directors adapted to a e nd for 
sending t est words to the control logic, sue h the control logic comprising: 

(A) a plurality of information paths, each one of see k the paths having associated 
therewith an error detection logic, each one of the paths having a plurality of information 
bits; 

(B) a test word buffer for receiving the test words, saekthe test words indicating: 

Ci) a particular one of the plurality of information bits in a particular one of the 
information paths to be corrupted; 

(ii) whether a hardware test is to be performed on the control logic error | 
detection logic or whether a software test is to be performed on the software in a 
handling one of the directors; and 

(iii) wherein syehthe test word has: a tag data portion and a tag mask portion, 
sttehthe tag mask portion b e ing adapt e d to mask for masking a selected one or ones 
of bits in the fields in a tag of a handling one of the directors; 

(C) a plurality of fault injectors responsive to the test word received by the buffer, | 
each one of the fault injectors being disposed in a corresponding one of the information paths 
prior to the associated the error detection logic, each one of saehthe fault injectors corrupting J 
a selected one of the information bits in the corresponding one of the information paths in 
response to the test word received by the buffer to test whether the associated error detection 
logic detects seek the injected fault, suehthe associated error detection logic reporting J 
detection of faults to the one of the directors sending the test words when either the hardware 
test is to be performed or whether the software test is to be performed on the handling 
director when seek the handling director issuing a tag which when masked by the tag mask | 
portion provides a tag masked portion indicated by the data tag received by the test buffer. 

9. (currently amended) The system recited in claim 8 wherein the test word includes an 
indication of when the fault is to be injected into the fault injector after the initiation of a 
transfer and the time duration of sash the injected fault. I 
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10 (currently amended) The system recited in claim 7 wherein the test word includes an 
indication of when the fault is to be injected into the fault injector after the initiation of a transfer 
and the time duration of sesfe-the injected fault. 
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